Using EMV cards to protect e-commerce transactions by Khu-smith, Vorapranee & Mitchell, Chris J
 
	ﬁﬀﬂﬃ ﬂ!"$#
#%ﬂﬃﬂ
&'($
)*,+.-0/1+.-02133545687:9<;>=@? AB6-02DCEF61+B?G;HDIDJ? A.K.613L L
MON,PGQRTS&U(VTW QXNZY0[.\.],RTW VO^@_FRTQX]a`Db,cFQd^0UeDfQXe e QdgU.^hb8iNaW jk[BRTl<W VO^&QPnmDQXN8o,QXNDb
prqXs8US@b:Y0],R<RT[B^hb,t'uwvxxXpryzbaiNaW VT[do|{W Naqko,QXS
}.~nkk,k.:(XrZŁa(,d0hkh(XXk,h"X
&..(8XX
qRTQdg W Naq¡N0]aS£¢:[BRﬃQPF`8U.^,S[.NhVV<R>UNalTU\BVTW QXNal5U(RT[|NaQdg¢:[.W Naq
S&UXo,[£Q(jk[BR¤VTsa[5MONhVT[BRTNa[BVd¥

e VTsaQX]aqXs¡V<R>UNalTU\BVTW QXNalﬃU(RT[5VO^,`aW \dUe e ^ZS&UXo,[£Q(jk[BR
U@l<[.\.],RT[\>s8UNaNa[.en`,RTQ(j0W o,[do¦]al<W NaqZYaY,m§QR5tmY:bDVTsa[BRT[5RT[.S&UW Nl<QXS[l<[.\.],¨
RTW VO^&RTW l<©0l.¥1ª$[dUNhg saW e [Xb:p'ª$«F¨¬\.QXS`ae W UNhV M<­®\dU(R>o,lFU(RT[¢:[.W Naq5W NhV<RTQ0o,]a\.[do&VTQ
RT[do,]a\.[|P R>U]8oPGQR\.QXN0jk[.NhVTW QXN8Ue o,[.¢aW VB¯(\BRT[do,W V5V<R>UNalTU\BVTW QXNal.¥nMONVTsaW l5`8U`:[BRdb
g[5`,RTQX`:QXl<[U&gU.^ZQP]al<W Naq@p'ª$«°M<­±\dU(R>o,lPGQRzl<[.\.],RT[zRT[.SQVT[£`8U.^,S[.NhVTl.b
l<]a\>s¡UlVTsaQXl<[zS&UXo,[ﬃj0W U5VTsa[zMONhVT[BRTNa[BVdb8g W VTs²VTsa[zqXQkUeQP'`,RTQ(j0W o,W Naq&`,RTQVT[.\B¨
VTW QXNUqkUW NalVzl<QXS[5QPVTsa[.l<[£RT[.l<W o,]8UerRTW l<©0l.¥tsa[l<\>sa[.S[5o,[.l<\BRTW ¢:[do¡W N¦VTsaW l
`8U`:[BRW l¤¢8Ul<[doZQXNZVTsa[£p'ª$«³vxXxXx|MONhVT[.qR>U(VT[do¦­'W RT\.]aW Vz­U(R>o¦Y0`:[.\.W ´8\dU(VTW QXN
PGQRµU.^,S[.NhV'Yh^,lVT[.Sl.b(g saW \>sW lr´aRTlVnQX],VTe W Na[do1¥hts,RT[dU(VTlrVTQ,bhUN8o5UXo,jXUNhV>UqX[.l
UN8o@o,W lTUXo,jXUNhV>UqX[.l QPObaVTsa[¤l<\>sa[.S[U(RT[ﬃUe l<Q[B¶aUSW Na[do1¥
·$¸0¹»º½¼
¾X¿
p'ª$«½\dU(R>o,l.Àa[B¨¬\.QXSS[BRT\.[¤l<[.\.],RTW VO^1À,`8U.^,S[.NhV`,RTQVTQh\.QXe
Á ÂaÃFÄ:Å1ÆÇzÈzÉ"Ä1ÊTÆFÃ
Ë¤613$Ì<2aAB3+B213(A?G;£21*hÍÎÍ?GC:3L Ï7D;>3XCÐ*,+53L 3XKdAB+B*,21?GK$K(*,=@=@3+.K(3,IrEF*,2D;>71=@3+.;zATÏ8/1?GK-0L L Ï
=²-0Ñ,3$-¡/D-kÏ8=@32aA£Í? AB6®-¡C:3Ò1? A(ÓhK(+B3XC:? AK-0+.C»-02DCÕÔ1Ô:ÖÓhËÖ'Ô?G;£7D;>3XCAB*¦/1+B*0AB3XKdA£AB613
AB+.-02D;B-,KdAB? *,2C:3(A.-0? LG;ﬃ-0×a-0? 2D;TA3X-kØ,3X;BC:+B*,/1/"3+.;I:ÙﬃL AB61*,71×,6§Ô1Ô:ÖÓhËÖ'Ô¡6D-,;Ò"3XK(*,=@3&-²C:3
Ð¬-,KdAB*;TA.-02DC1-0+.C|=@3X-02D;'AB*&;>3XK(71+B3¤-02@3L 3XKdAB+B*,21?GKFAB+.-02D;B-,KdAB? *,2|=²-,C:3¤*hØ,3+'AB613Ì<2aAB3+B213(AXÚ
? A*,21L Ï@/1+B*hØ8?GC:3X;;>3XK(71+B? ATÏ$Ð*,+AB6135K(*,=@=|7121?GK-hAB? *,2D;FL ? 21ÑZÒ"3(ATÍ332ZAB6135K(*,2D;>71=@3+¤Û¤E
-02DCÜAB613¦=@3+.K.6D-02aA@;>3+BØ,3+XI'Ùz;$-§+B3X;>71L AXÚnAB613+B3-0+B3¦-»2871=|Ò"3+$*0Ð£;>3XK(71+B? ATÏ®+B?G;>Ñ:;|? 2
;>7DK.6Ü7D;>3Z*0ÐzÔ1Ô:ÖÓhËÖ'ÔÚ-,;/"*,? 2aAB3XCÜ*,7:A|? 2°Ý ÞhßIàz213Z*0Ð¤AB613X;>3Z?G;&AB613ZLG-,K.ÑÕ*0ÐﬃK(L ? 32aA
-07:AB6132aAB?GK-hAB? *,2Ü-02DC§AB613¡-,;B;>*:K(?G-hAB3XC§LG-,K.Ñ§*0ÐK(L ? 32aA&21*,2:9+B3/17DC:?G-hAB? *,2rIná Ø,32§AB61*,71×,6
Ô1Ô:ÖÓhËÖ'Ôâ*0ã3+.;¦K(L ? 32aA>9<;>?GC:3Õ-07:AB6132aAB?GK-hAB? *,2rÚ? A?G;¡*,/:AB? *,2D-0L5-02DCä*0ÐåAB32°Ò8Ï8/D-,;B;>3XCI
EF*,2D;>3Xæa7132aABL Ï,Úr? A$?G;21*0A|3X-,;>Ï»AB*»Ø,3+B? ÐÏ§? ÐAB613¡K(L ? 32aA|?G;AB613ZL 3×,? AB? =²-hAB3¡K-0+.C:61*,LGC:3+
-02DC@AB613+B3z?G;21*|Í¤-kÏ|AB*$C:3(AB3+B=@? 213£? ÐrAB6135K(L ? 32aA¤-,KdAB7D-0L L Ï@6D-,; AB613£K-0+.CI8Ù°=²-0L ?GK(? *,7D;
7D;>3+XÚ:Í61*@=²-kÏZ6D-kØ,3£*,Ò:A.-0? 213XC¦-@K-0+.CZ2871=|Ò"3+Ò8Ï¡;>*,=@35=@3X-02D;Ú1K-02¡AB61327D;>35? AAB*
=²-0Ñ,35/D-kÏ8=@32aA.;¤*hØ,3+FAB613Ì<2aAB3+B213(Az-hA¤AB6133(ç:/"32D;>3*0ÐnAB613L 3×,? AB? =²-hAB3&K-0+.C:61*,LGC:3+XI
J3X-028Í61? L 3,ÚÐ*,+'AB+.-02D;B-,KdAB? *,2D;A.-0Ñ8? 21×£/1LG-,K(3-hA'AB613Û*,? 2aA'*0ÐÔ:-0L 3£è¬Û¤à5Ô1édÚh-zØh-0+B? 3(ATÏ
*0ÐÐ+.-07DC1;¦-0+B3»/"*a;B;>? Ò1L 3Õ-0×a-0? 2D;TA¦C:3Ò1? A(ÓhK(+B3XC:? AK-0+.C±AB+.-02D;B-,KdAB? *,2D;IFÌ<2ä+B3XK(32aA¦Ï,3X-0+.;
AB61?G;&6D-,;L 3XCÕAB613¡=²-hêT*,+&K-0+.CÕÒ1+.-02DC1;5AB*§C:3Ø,3L *,/Ü-02®? 2DC:7D;TAB+BÏ®;TA.-02DC1-0+.CÕ=@3X-02D;*0Ð
3=@/1L *hÏ8? 21×&ÌBE±K-0+.C1;AB*&+B3/1LG-,K(3AB613z3(ç:?G;TAB? 21×|=²-0×,213(AB?GKﬃ;TAB+B? /"3£K-0+.C1;Ú,Í? AB6¡-Ø8? 3Í½AB*
Ò"*0AB6®+B3XC:7DK(? 21×¦Ð+.-07DCÕ-02DC§+B3XC:7DK(? 21×¦AB613ZK(*a;TA.;-,;B;>*:K(?G-hAB3XC»Í? AB6®*,21L ? 213$AB+.-02D;B-,KdAB? *,2
-07:AB61*,+B?G;B-hAB? *,2$-hAAB613ﬃÛ¤à5ÔI,Ë¤61?G;K(*,L LG-0Ò"*,+.-hAB? *,2|Ò"3(ATÍ332²á 71+B*,/D-kÏ,ÚhJ»-,;TAB3+(E-0+.C|-02DC
)z?G;B-¤+B3X;>71L AB3XC5? 25AB613FáFJ)wK-0+.C"ÓXAB3+B=@? 2D-0Lh;>/"3XK(? ë"K-hAB? *,2D;Ú(AB613 LG-hAB3X;TArØ,3+.;>? *,2£*0Ð:Í61?GK.6
-0+B3zÑ821*hÍ2Z-,;áFJ) ZÝ 	0ßIaË¤613£áFJ)³;>/"3XK(? ë"K-hAB? *,2D;;TA.-02DC1-0+.C:?G;>3ﬃ? 2aAB3+.-,KdAB? *,2D;
Ò"3(ATÍ332-@C:3Ò1? A(ÓhK(+B3XC:? AÌBEäK-0+.C¦-02DC¦-|AB3+B=@? 2D-0LOI
Ì<2®-02®-021213(ç»AB*
*8*,Ñ¡*0ÐáFJ) §Ý hßÚAB613@7D;>3@*0Ð-02®áFJ)K-0+.C§-02DC§AB613
Ô83XK(71+B3Õá L 3XKdAB+B*,21?GK§Ën+.-02D;B-,KdAB? *,2 èOÔ:áFËﬃéZ/1+B*0AB*:K(*,L$Ý kß5AB*½K(*,2DC:7DKdA-02ä3(9<K(*,=@=@3+.K(3
AB+.-02D;B-,KdAB? *,2Õ?G;&C:3(ëD213XCIﬃ*hÍ3Ø,3+XÚrÔ:áFË èÍ61?GK.6®/1+B*hØ8?GC:3X;;>3XK(71+B? ATÏÐ*,+&-02®32aAB? +B3@3(9
K(*,=@=@3+.K(3zAB+.-02D;B-,KdAB? *,2"éF6D-,;21*0AﬃÒ"332-,C:*,/:AB3XCZAB*Z-028ÏZ;>? ×,21? ë"K-02aA3(ç8AB32aAâ? 2DC:33XCÚ
? A@?G;|21*0A@K(L 3X-0+$? Ðﬃ? A@Í? L L¤3Ø,3+|Ò"3XK(*,=@3¡Í?GC:3L ÏÜ7D;>3XCIÙﬃL AB61*,71×,6ÜAB613¦? 2aAB3×,+.-hAB? *,2Ü*0Ð
áFJ) -02DC»Ô:áFË°+B3=@*hØ,3X;;>*,=@3*0ÐAB613|?G;B;>713X;Í? AB6§Ô:áFË5ÚD21*0A.-0Ò1L Ï¡? A5;>? =@/1L ? ëD3X;ﬃ7D;>3+
+B3×,?G;TAB+.-hAB? *,2rÚaAB613+B3;TAB? L Lr+B3=²-0? 2¦LG-0+B×,3£*,ÒD;TA.-,K(L 3X;AB*@? A.;ﬃ-,C:*,/:AB? *,2rI
Ùz;-z+B3X;>71L AXÚk? 2|AB61?G;/D-0/"3+Í3¤K(*,2D;>?GC:3+-02$-0L AB3+B2D-hAB? Ø,3FÍ¤-kÏ5? 2$Í61?GK.6&AB613¤×,+B*hÍ? 21×
7D;>3¤*0ÐáFJ)½ÌBEÜK-0+.C1;'K-02$Ò"3¤7D;>3XC&AB*53216D-02DK(3AB613;>3XK(71+B? ATÏ*0Ð"3(9<K(*,=@=@3+.K(3FAB+.-02D;B-,Kd9
AB? *,2D;IhË¤613×,*a-0La?G;nAB*5C:3X;>? ×,2$-z;BK.613=@3Í613+B3Ò8ÏáFJ)½K-0+.C1;'K-02|Ò"37D;>3XCAB*£3216D-02DK(3
3(9<K(*,=@=@3+.K(3£AB+.-02D;B-,KdAB? *,2;>3XK(71+B? ATÏ,ÚD-02DC¦6132DK(3&+B3XC:7DK(35Ð+.-07DCÚ1Í61? LG;TAz? =@/"*a;>? 21×²=@? 2:9
? =²-0L *hØ,3+B613X-,C1;z*,2ÕAB613²? 28Ø,*,L Ø,3XC§/D-0+>AB? 3X;IrË¤613²/D-0/"3+Ò"3×,? 2D;Í? AB6 -02Õ*hØ,3+BØ8? 3ÍÎ*0Ð
AB613|áFJ)Î/D-kÏ8=@32aA£;>Ï:;TAB3=IÕ3$;>71ÒD;>3Xæa7132aABL Ï¡/1+B*,/"*a;>35AB613&7D;>3&*0Ð áFJ) K-0+.C1;¤Ð*,+
Ì<2aAB3+B213(A53L 3XKdAB+B*,21?GKAB+.-02D;B-,KdAB? *,2/1+B*:K(3X;B;>? 21×DIË¤61+B3X-hA.;ﬃAB*¡AB613$/1+B*,/"*a;>3XC»;BK.613=@3$-0+B3
AB6132-02D-0L Ï:;>3XCÚ1-02DC¡? A.;ﬃ-,C:Øh-02aA.-0×,3X;¤-02DC¦C:?G;B-,C:Øh-02aA.-0×,3X;¤-0+B35K(*,2D;>?GC:3+B3XCI
 âÃ ÆrÅﬀﬃÊﬂﬁ Æﬃ! "$#
Ì<2Õ-¡C:3Ò1? A(ÓhK(+B3XC:? A5K-0+.C/D-kÏ8=@32aA5;>Ï:;TAB3=ÚDAB613+B3$-0+B3&Ð*,71+£=²-hêT*,+z/D-0+>AB? 3X;ÚD2D-0=@3L Ï-
K(L ? 32aAXÚ1-$=@3+.K.6D-02aAXÚ:-02-,Kæa71? +B? 21×$ÒD-021ÑZ-02DC¦-@K-0+.CZ?G;B;>71? 21×@ÒD-021ÑI1Ù³K(L ? 32aAXÚ:?OI 3,I:AB613
K-0+.C:61*,LGC:3+XÚd=²-0Ñ,3X;r-¤/D-kÏ8=@32aAr7D;>? 21×ﬃ-K-0+.C£?G;B;>713XC5Ò8ÏﬃAB613FK-0+.C£?G;B;>71? 21×ÒD-021Ñ$è?G;B;>713+dé
Ð*,+;>*,=@3(AB61? 21×@/171+.K.6D-,;>3XC@Ð+B*,= -|=@3+.K.6D-02aAXI:Ë¤613-,Kæa71? +B? 21×$ÒD-021Ñ»è¬-,Kæa71? +B3+dé ?G;AB613
ëD2D-02DK(?G-0L? 2D;TAB? AB7:AB? *,2®Í? AB6®Í61?GK.6®-¦=@3+.K.6D-02aA6D-,;5-K(*,2aAB+.-,KdAB7D-0L-0+B+.-021×,3=@32aA£Ð*,+
+B3XK(3? Ø8? 21×¦è¬-,Kæa71? +B? 21×8éFK-0+.C²/D-kÏ8=@32aA.;I:Ë¤613£/D-kÏ8=@32aA¤=@*:C:3L?G;¤;>61*hÍ2¡? 2&%'? ×,71+B3',I
     financial network
     Issuing Bank                    Acquiring Bank
   physical communication [billing]   transaction  authorisation
     
and    clearing
 transactions
       Client                            Merchant
() *
,+8.-
[.¢aW VB¯(\BRT[do,W V \dU(R>o$`8U.^,S[.NhVl^,lVT[.S SQ0o,[.e
Ë¤613C:3Ò1? A(ÓhK(+B3XC:? A¡K-0+.Cw/D-kÏ8=@32aAZ;>Ï:;TAB3= ?G;$AB613»=@*:C:3Lﬃ712DC:3+BL Ï8? 21×ÕAB613»áFJ)
;>Ï:;TAB3= C:3(ëD213XC§? 2®áFJ)/ §Ý 	0ßIË¤613@áFJ) AB+.-02D;B-,KdAB? *,2»/1+B*:K(3X;B;z? 28Ø,*,L Ø,3X;ﬃAB613
Ð*,L L *hÍ? 21×Ü;TAB3/D;I ﬃ*0AB3AB6D-hAZAB613»*,+.C:3+²*0Ð5AB613»;TAB3/D;Z?G;²21*0A¦K(*,=@/1L 3(AB3L Ï ë1ç:3XC Ð*,+
3(ç1-0=@/1L 3,Ú1K-0+.C:61*,LGC:3+¤Ø,3+B? ë"K-hAB? *,2¦K-02/1+B3XK(3XC:3C1-hA.-@-07:AB6132aAB?GK-hAB? *,2rI
,I â6132AB613&ÌBEäK-0+.C¦?G;? 2D;>3+>AB3XCÚ1AB6135AB3+B=@? 2D-0Lr+B3X-,C1;ﬃ-0/1/1L ?GK-hAB? *,2C1-hA.-$Ð+B*,= AB613
K-0+.CZ-02DC²/"3+>Ð*,+B=²;Ën3+B=@? 2D-0L?G;>ÑZJ»-02D-0×,3=@32aAXIaËn3+B=@? 2D-0L?G;>Ñ²J»-02D-0×,3=@32aA
/1+B*hØ8?GC:3X;n/"*a;>? AB? Ø,3F?G;B;>713+-07:AB61*,+B?G;B-hAB? *,2Ð*,+'61? ×,6:9Øh-0L 713FAB+.-02D;B-,KdAB? *,2D;n-02DC&32D;>71+B3X;
AB6D-hAAB+.-02D;B-,KdAB? *,2D;5? 21? AB?G-hAB3XC§Ð+B*,= ÌBEÎK-0+.C1;5×,**,21L ? 213²/"3+B? *:C:?GK-0L L ÏAB*/1+B3Ø,32aA
AB61+B3X-hA.;AB6D-hAﬃ=@? ×,6aAﬃÒ"3712DC:3(AB3XKdA.-0Ò1L 3? 2-02*²? 2135328Ø8? +B*,21=@32aAXI
 :IË¤613
	£-hA.-$Ùﬃ7:AB6132aAB?GK-hAB? *,2¡/1+B*:K(3X;B;F32D-0Ò1L 3X;FAB613zAB3+B=@? 2D-0L"AB*$Ø,3+B? ÐÏ$AB6135-07:AB6132:9
AB?GK(? ATÏÕ*0ÐAB613¡K-0+.CIrË¤613+B3Z-0+B3$ATÍ**,/:AB? *,2D;5Ð*,+	£-hA.-»Ùﬃ7:AB6132aAB?GK-hAB? *,2rÚr2D-0=@3L Ï
ÔaA.-hAB?GKz-02DC	zÏ82D-0=@?GK	£-hA.-&Ùﬃ7:AB6132aAB?GK-hAB? *,2rI ﬃ*0A¤-0L LDáFJ)K-0+.C1; -0+B3ﬃK-0/D-0Ò1L 3*0Ð
/"3+>Ð*,+B=@? 21×	zÏ82D-0=@?GK	£-hA.-@Ùﬃ7:AB6132aAB?GK-hAB? *,2rI
1IÙÐåAB3+;>7DKK(3X;B;TÐ71L	£-hA.-zÙﬃ7:AB6132aAB?GK-hAB? *,2rÚAB613FÛ +B*:K(3X;B;3X;TAB+B?GKdAB? *,2D;n-0+B3/"3+>Ð*,+B=@3XC
AB*ZC:3(AB3+B=@? 213£AB613&K(*,=@/D-hAB? Ò1? L ? ATÏ¡*0ÐnAB6135AB3+B=@? 2D-0Ln-02DC¡ÌBEäK-0+.C¡-0/1/1L ?GK-hAB? *,2D;I
DIzE-0+.C:61*,LGC:3+z-07:AB6132aAB?GK(? ATÏ?G;ﬃØ,3+B? ëD3XCÒ8ÏÛ Ì Î32aAB+BÏ,I"Ë¤613$Û Ì  Ø,3+B? ë"K-hAB? *,2/1+B*09
K(3X;B;K-02¦Ò"33? AB613+ﬃ*,21L ? 213£AB*@AB613?G;B;>713+¤*,+*²? 2135AB*$AB613&K-0+.CI
:IÙÐåAB3+;>7DKK(3X;B;TÐ71LE-0+.C:61*,LGC:3+ Ùﬃ7:AB6132aAB?GK-hAB? *,2rÚhAB613AB3+B=@? 2D-0L1/"3+>Ð*,+B=²; Ën3+B=@? 2D-0L
ÙzKdAB? *,2$Ùﬃ2D-0L Ï:;>?G;ÚÍ61?GK.6&?G;nAB613 ëD+.;TAC:3XK(?G;>? *,2&*,2&Í613(AB613+nAB613 AB+.-02D;B-,KdAB? *,2&;>61*,71LGC
Ò"3&-0/1/1+B*hØ,3XCZ*²? 213,Ú1C:3XK(L ? 213XC¦*²? 213,Ú1*,+-02*,21L ? 213-07:AB61*,+B?G;B-hAB? *,2¡/"3+>Ð*,+B=@3XCI
Þ1IË¤613$ÌBE K-0+.CAB6132Õ/"3+>Ð*,+B=²;E-0+.C?G;>Ñ»J»-02D-0×,3=@32aAzAB*¦/1+B*0AB3XKdA£AB613@K-0+.C?G;T9
;>713+z-0×a-0? 2D;TAÐ+.-07DC¦*,+ﬃ3(ç1K(3X;B;>? Ø,3K(+B3XC:? Aﬃ+B?G;>ÑI	z3(A.-0? LG;ﬃ*0ÐK-0+.C¦+B?G;>Ñ¡=²-02D-0×,3=@32aA
-0L ×,*,+B? AB61=²;¤-0+B3;>/"3XK(? ë"K£AB*$AB613?G;B;>713+ﬃ-02DC¦-0+B3521*0Az;>/"3XK(? ëD3XC¡Ò8Ï¦áFJ)|I
8IË¤613ÌBEäK-0+.C¡/"3+>Ð*,+B=²;zE-0+.C¦ÙzKdAB? *,2Ùﬃ2D-0L Ï:;>?G;AB*ZC:3XK(?GC:3Í613(AB613+¤AB613AB+.-02D;B-,Kd9
AB? *,2|Í? L L8Ò"3¤/1+B*:K(3X;B;>3XC5*²? 213,Úk*,+'Í? L L:2133XC&*,21L ? 213-07:AB61*,+B?G;B-hAB? *,2rIXÌÐ1AB613C:3XK(?G;>? *,2
?G;*²? 213¤/1+B*:K(3X;B;>? 21×DÚXAB613¤AB+.-02D;B-,KdAB? *,2$?G;/1+B*:K(3X;B;>3XC|? =@=@3XC:?G-hAB3L Ï,I0ÌÐ"AB613¤AB+.-02D;B-,Kd9
AB? *,2²?G;AB*Ò"3z/1+B*:K(3X;B;>3XC|*,21L ? 213,Ú:àz21L ? 213zÛ +B*:K(3X;B;>? 21×£Í? L LDÒ"3z/"3+>Ð*,+B=@3XC|AB*&32D;>71+B3
AB6D-hA¤AB6135?G;B;>713+K-02¡+B3Ø8? 3Í°-02DC¡-07:AB61*,+B?G;>3£*,++B3TêT3XKdA¤AB+.-02D;B-,KdAB? *,2D; AB6D-hAﬃ-0+B3z*,7:A>9
;>?GC:3$-,KK(3/:A.-0Ò1L 3&L ? =@? A.;£*0Ð +B?G;>ÑC:3(ëD213XC»Ò8Ï¡AB613$?G;B;>713+XÚ1AB613$/D-kÏ8=@32aA£;>Ï:;TAB3=Ú"*,+
AB613-,Kæa71? +B3+XIaÌT;B;>713+.;K-02¦-0LG;>*|/"3+>Ð*,+B= Ô:K(+B? /:AÛ +B*:K(3X;B;>? 21×DÚa32D-0Ò1L ? 21×$K(*,=@=²-02DC
;BK(+B? /:A.; AB*&Ò"35;>32aAFAB*&AB613£K-0+.C@Ò8Ï$AB613ﬃAB3+B=@? 2D-0LDAB*|/"3+>Ð*,+B= Ð712DKdAB? *,2D; AB6D-hA¤=²-kÏ
21*0Aﬃ213XK(3X;B;B-0+B? L Ï²Ò"3+B3L 3Øh-02aA¤AB*@AB613&K(71+B+B32aA¤AB+.-02D;B-,KdAB? *,2¦Ò17:Az-0+B35? =@/"*,+>A.-02aAÐ*,+
AB613&K(*,2aAB? 28713XCZÐ712DKdAB? *,21? 21×²*0Ð'AB613&K-0+.C¡-0/1/1L ?GK-hAB? *,2rI

IË¤6135ëD2D-0L/1+B*:K(3X;B;¤?G;zEF*,=@/1L 3(AB? *,2Í61?GK.6¦32DC1;¤AB613/1+B*:K(3X;B;>? 21×$*0Ð-$AB+.-02D;B-,KdAB? *,2rI
Ì<2â3X;B;>32DK(3,Ú AB613ÕáFJ);BK.613=@3§;>71/1/"*,+>A.;ZÒ"*0AB6°K-0+.C:61*,LGC:3+¡-07:AB6132aAB?GK-hAB? *,2âÒ8Ï
Û Ì â32aAB+BÏ@-02DC@ÌBEwK-0+.C@-07:AB6132aAB?GK-hAB? *,2@AB61+B*,71×,6ZÔaA.-hAB?GKﬃ*,+	zÏ82D-0=@?GK	£-hA.-&Ùﬃ7:AB6132:9
AB?GK-hAB? *,2rI1Ë¤613+B3(Ð*,+B3,Ú1-02¦712D;BK(+B71/171L *,7D;¤7D;>3+Í? L LëD2DC¦? Aﬃ6D-0+.CZAB*@=²-0Ñ,3-|Ð+.-07DC:71L 32aA
AB+.-02D;B-,KdAB? *,2¡Í? AB61*,7:Aﬃ/"*a;B;>3X;B;>? 21×$AB613&-,KdAB7D-0LrK-0+.C¡-02DC¡AB613&K(*,+B+B3X;>/"*,2DC:? 21×$Û Ì &I
Õ3213(ç8AÐ*:K(7D;ﬃ*,2¡AB613|;>3XK(71+B? ATÏa9+B3LG-hAB3XCZ? 2aAB3+.-,KdAB? *,2D;¤Ò"3(ATÍ332ÌBEäK-0+.C-02DC¡AB3+>9
=@? 2D-0LOIË¤61?G;|?G;|*0Ð/D-0+>AB?GK(71LG-0+|? 2aAB3+B3X;TA$613+B3,Ú';>? 2DK(3¡? 2ÜAB613¦;BK.613=@3¡/1+B*,/"*a;>3XCÕÒ"3L *hÍ
AB613$7D;>3+5Û¤E°/1LG-kÏ:;ﬃAB613$+B*,L 3&*0Ð AB613$=@3+.K.6D-02aAﬃAB3+B=@? 2D-0L-02DC»? 2aAB3+.-,KdA.;ﬃÍ? AB6®-Z=@3+>9
K.6D-02aA$;>3+BØ,3+&-,K(+B*a;B;£AB613¡Ì<2aAB3+B213(AXI'Ë¤613¡=@3+.K.6D-02aA|;>3+BØ,3+&K(*,=@=|7121?GK-hAB3X;&Í? AB6ÜAB613
-,Kæa71? +B3+XÚX3,I ×DIk7D;>? 21×zAB613;B-0=@3? 2aAB3+>Ð¬-,K(3-,;'?G;K(71+B+B32aABL Ï7D;>3XCÐ*,+=@3+.K.6D-02aA'AB3+B=@? 2D-0L 9
-,Kæa71? +B3+ﬃK(*,=@=|7121?GK-hAB? *,2D;IDÙﬃ2»-,Kæa71? +B3+-02DC-02?G;B;>713+ATÏ8/1?GK-0L L Ï¦K(*,=@=|7121?GK-hAB3Ø8?G-
-$Ò1+.-02DC89<;>/"3XK(? ë"K£213(ATÍ*,+BÑÚ8Í61?GK.6?G;¤*,7:A.;>?GC:35AB613&;BK(*,/"35*0ÐnAB61?G;/D-0/"3+XI
 
	ﬀ
ﬁﬂ
Ë¤613áFJ)Î;>/"3XK(? ë"K-hAB? *,2D;¤-0L L *hÍ°K-0+.C¦-07:AB6132aAB?GK-hAB? *,2¡AB*@Ò"353? AB613+ﬃ*²? 2135*,+¤*,21L ? 213,I
Ë¤613²C:3XK(?G;>? *,2§+B3×a-0+.C:? 21×ZÍ613(AB613+£AB*/"3+>Ð*,+B= *,21L ? 213@-07:AB6132aAB?GK-hAB? *,2ÕK-02§Ò"3@=²-,C:3
Ò8Ï²AB613ÌBEäK-0+.C¡*,+AB6135AB3+B=@? 2D-0Ln-hA¤AB6135AB? =@3*0Ð'AB6135AB+.-02D;B-,KdAB? *,2rI
ﬃ


 ﬀ
ﬁﬂ"!
ﬃ$#&%('
IrÔ 	ﬃÙÎ? 28Ø,*,L Ø,3X;¤AB613&AB3+B=@? 2D-0LnØ,3+B? ÐÏ8? 21×
AB613&? 2aAB3×,+B? ATÏ¡*0Ð;TA.-hAB?GK&C1-hA.-²;>? ×,213XCÒ8ÏZAB613|K-0+.C¦?G;B;>713+z-02DC;TAB*,+B3XC¦? 2AB613&ÌBE°K-0+.CI
Ì<2¦AB61?G;ﬃK-,;>3zAB613&K-0+.C¦C:*83X;¤21*0Aﬃ2133XC¦? A.;¤*hÍ2;>? ×,2D-hAB71+B35Ñ,3ÏZ/D-0? +XI
Ô 	ﬃÙ?G;&;>71/1/"*,+>AB3XC®Ò8ÏÕ-ATÍ*09L 3Ø,3LÑ,3Ï§=²-02D-0×,3=@32aA61? 3+.-0+.K.68Ï,IrË¤613²AB*,/:9L 3Ø,3L
K(3+>AB? ë"K-hAB? *,2|-07:AB61*,+B? ATÏ@èEÙ£én?G;rAB613¤K-0+.C&;BK.613=@3,ÚX3,I ×DIX)z?G;B-ﬃ*,+'J»-,;TAB3+.K-0+.CIXË¤61?G; EÙ
K(3+>AB? ëD3X;zAB613$?G;B;>713+5/171Ò1L ?GK|Ñ,3Ï:;IË¤613@;TA.-hAB?GK$C1-hA.-¡?G;5;>? ×,213XC7D;>? 21×¡AB613²-0/1/1+B*,/1+B?G-hAB3
?G;B;>713+/1+B? Øh-hAB3Ñ,3Ï&-02DC|;TAB*,+B3XC&? 2|AB613K-0+.CÚh-0L *,21×zÍ? AB6|AB613zEÙ9<;>? ×,213XC|K(3+>AB? ë"K-hAB3Ð*,+
AB613&?G;B;>713+ﬃ/171Ò1L ?GK&Ñ,3Ï,IDÙ AB3+B=@? 2D-0LrÍ? AB6§-$AB+B7D;TAB3XCK(*,/8Ï¡*0ÐAB613@EÙÎ/171Ò1L ?GKÑ,3Ï¦K-02
AB6132®Ø,3+B? ÐÏAB613²?G;B;>713+5/171Ò1L ?GK$Ñ,3Ï§K(3+>AB? ë"K-hAB3@-02DC§6132DK(3ZK-02§Ø,3+B? ÐÏAB613²;>? ×,2D-hAB71+B3
*,2¡AB613&;TA.-hAB?GKC1-hA.-1Ú8AB613+B3Ò8ÏZØ,3+B? ÐÏ8? 21×$AB613ÌBEâK-0+.CI
#*)
+ ,
-ﬀ
ﬁﬂ.!
#/#&%('
I1Ör? Ñ,3Ô 	ﬃÙ&Ú 	 	ﬃÙ?G;ÒD-,;>3XC²*,2¦C:? ×09
? A.-0L;>? ×,2D-hAB71+B3X;Úr-0L AB61*,71×,6®? 2 	 	ﬃÙAB613¡K-0+.C§6D-,;? A.;&*hÍ2®Ñ,3Ï§/D-0? +XInË¤613@AB3+B=@? 2D-0L
;>32DC1;£-02»Ì<2aAB3+B2D-0LÙﬃ7:AB6132aAB?GK-hAB? *,2ÜEF*,=@=²-02DC èÌTÙzE¤édÚ? 2DK(L 7DC:? 21×-02»7121/1+B3XC:?GKdA.-0Ò1L 3
2871=|Ò"3+XÚ1AB*²AB613$K-0+.CI"Ë¤613|K-0+.C¦AB6132»C:? ×,? A.-0L L Ï;>? ×,2D;AB613|ÌTÙzE°C1-hA.-1I"Ë¤613AB3+B=@? 2D-0L
Ø,3+B? ëD3X;FAB613&;>? ×,2D-hAB71+B3£AB*²-07:AB6132aAB?GK-hAB35AB613&C:Ï82D-0=@?GK5C1-hA.-@-02DC¦6132DK(3£AB613&K-0+.CI
	 	ﬃÙ?G;;>71/1/"*,+>AB3XC¡Ò8ÏZ-|AB61+B33(9L 3Ø,3LÑ,3Ï²=²-02D-0×,3=@32aA¤61? 3+.-0+.K.68Ï,I8Ë¤613£ëD+.;TA-02DC
;>3XK(*,2DC&L 3Ø,3LDEÙz;-0+B3 AB613K-0+.C|;BK.613=@3¤-02DC&?G;B;>713+'+B3X;>/"3XKdAB? Ø,3L Ï,Úh-02DCAB613K-0+.C&/171Ò1L ?GK
Ñ,3Ï?G;K(3+>AB? ëD3XC&Ò8Ï&? A.;'?G;B;>713+XIkÌ<2|*,+.C:3+nAB*5Ø,3+B? ÐÏ£AB613;>? ×,213XC|C1-hA.-1ÚXAB613AB3+B=@? 2D-0L82133XC1;
AB*@K(*,2aA.-0? 2@AB613zAB*,/:9L 3Ø,3LrEÙ°/171Ò1L ?GKzÑ,3Ï$AB*$Ø,3+B? ÐÏ$AB613£?G;B;>713+F/171Ò1L ?GK£Ñ,3Ï@K(3+>AB? ë"K-hAB3,I
Ë¤613@?G;B;>713+/171Ò1L ?GK$Ñ,3Ï»?G;£AB6132Õ7D;>3XC»AB*Ø,3+B? ÐÏAB613@ÌBE K-0+.C»/171Ò1L ?GK@Ñ,3Ï»K(3+>AB? ë"K-hAB3,I
Ë¤6135AB3+B=@? 2D-0LrK-02¡AB6132Ø,3+B? ÐÏ²AB613&K-0+.C¦;>? ×,2D-hAB71+B3,I
 0 1
	ﬁﬂ23	&4ﬂ3	657ﬀ
ﬁﬂ
Ë¤613ZK-0+.C:61*,LGC:3+5?G;Ø,3+B? ëD3XC»7D;>? 21×»-Û Ì &InË¤613ZáFJ) Ô8/"3XK(? ë"K-hAB? *,2D;+B3Xæa71? +B3$3Ø,3+BÏ
áFJ)ÎK-0+.C²AB*²/"*a;B;>3X;B;¤-$=@3(AB61*:C¦AB*@L ? =@? AAB6132871=|Ò"3+ﬃ*0Ð'712D;>7DKK(3X;B;TÐ71LnÛ Ì °AB+B? 3X;I
Û Ì âØ,3+B? ë"K-hAB? *,2@=²-kÏ|*:KK(71+F*²? 213AB*AB613zÌBEwK-0+.CÚ,*,+ *,21L ? 213AB*&AB613zK-0+.C@?G;B;>713+
è*,+¡-ÕAB61? +.C½/D-0+>ATÏ±-,KdAB? 21×®Ð*,+²AB613§K-0+.C±?G;B;>713+dédI%1*,+Z*²? 213»Ø,3+B? ë"K-hAB? *,2wAB613§Û Ì 
=²-kÏÒ"3²32DK(+BÏ8/:AB3XC»Ò"3(ATÍ332§AB613ZÛ Ì  /D-,CÕ-02DC»AB613@ÌBE K-0+.CIÙ Ñ,3Ï/D-0? +-,;B;>? ×,213XC
3X;>/"3XK(?G-0L L ÏwÐ*,+Û Ì  32DK(+BÏ8/:AB? *,2â*,+ZAB613§Ñ,3Ï½/D-0? +¡7D;>3XC½? 2 	 	ﬃÙK-02äÒ"3§7D;>3XC½Ð*,+
32DK(+BÏ8/:AB? *,2rI1Ì<23? AB613+zK-,;>3,Ú8AB613|K-0+.C¦/171Ò1L ?GKÑ,3ÏZ?G;ëD+.;TAﬃ+B3(AB+B? 3Ø,3XC¡Ò8ÏZAB613|Û Ì ³/D-,C
*,+&-;>3XK(71+B3$AB3+B=@? 2D-0L K(*,=@/"*,2132aAXInË¤613²ÌBEÎK-0+.CÕ-0LG;>*;>32DC1;&-¦+.-02DC:*,= 2871=|Ò"3+AB*
Ò"3¡K(*,2DK-hAB32D-hAB3XC§Í? AB6®AB613Z32aAB3+B3XC®Û Ì &InË¤613Z+B3X;>71L A&?G;32DK(+BÏ8/:AB3XC®-02DCÜ;>32aA&ÒD-,K.Ñ
AB*@AB613|K-0+.CIDË¤613|K-0+.CZAB6132»C:3XK(+BÏ8/:A.;¤AB613|K(? /1613+>AB3(ç8AXÚ"K.613XK.Ñ:;AB613&+.-02DC:*,= 2871=|Ò"3+
-02DC¡Ø,3+B? ëD3X;¤Í613(AB613+¤AB613+B3XK(*hØ,3+B3XC¡Û Ì =²-hA.K.613X;AB613*,213;TAB*,+B3XC¡? 2¦AB613&K-0+.CI
 98
%,::
2ﬀ
ﬁﬂ;<	
):
ﬁﬂ=>	+ ?
Ën+.-02D;B-,KdAB? *,2=@3X;B;B-0×,3|? 2aAB3×,+B? ATÏ-02DC»*,+B? ×,? 2§-07:AB6132aAB?GK-hAB? *,2§-0+B3|×,7D-0+.-02aAB33XCÒ8ÏAB613
7D;>3£*0ÐÙﬃ/1/1L ?GK-hAB? *,2EF+BÏ8/:AB*,×,+.-0=²;zè¬ÙzE;.édÚ:×,3213+.-hAB3XCZÒ8Ï@AB613£ÌBEâK-0+.C¡-02DCZ?G;B;>713+7D;T9
? 21×²;>6D-0+B3XC89<;>3XK(+B3(A>9ÒD-,;>3XCZJ3X;B;B-0×,35Ùﬃ7:AB6132aAB?GK-hAB? *,2§EF*:C:3X;è¬J»ÙzE;.édIDË¤613+B3-0+B3zÐ*,71+
ATÏ8/"3X;5*0Ð¤ÙzE;Ú2D-0=@3L Ï§Ën+.-02D;B-,KdAB? *,2®EF3+>AB? ë"K-hAB3X;@è¬ËzE;.édÚnÙﬃ/1/1L ?GK-hAB? *,2®Ùﬃ7:AB6132aAB?GK-h9
AB? *,2âEF+BÏ8/:AB*,×,+.-0=²;¡è¬ÙzÙzE;.édÚ Ùﬃ7:AB61*,+B?G;B-hAB? *,2 3Xæa713X;TA¡EF+BÏ8/:AB*,×,+.-0= è¬Ù  E;.é|-02DC
Ùﬃ7:AB61*,+B?G;B-hAB? *,23X;>/"*,2D;>3²EF+BÏ8/:AB*,×,+.-0=²;|è¬Ù ﬃÛ¤E;.édIÌÐ AB613$AB+.-02D;B-,KdAB? *,2?G;5-0/1/1+B*hØ,3XC
*²? 213,ÚAB613ZK-0+.CÕ×,3213+.-hAB3X;5-ËzEzIrÌÐAB613²AB+.-02D;B-,KdAB? *,2Õ?G;C:3XK(L ? 213XC®*²? 213,ÚAB6132Ü-02
ÙzÙzE±?G;×,3213+.-hAB3XCIaÌÐnAB613zAB+.-02D;B-,KdAB? *,2Z2133XC1;FAB*$Ò"3-0/1/1+B*hØ,3XC@*,21L ? 213,ÚaAB6135K-0+.CZ×,32:9
3+.-hAB3X; -02ZÙ  E Í61?GK.6²Í? L LDÒ"3£;>32aA AB*AB613ﬃ?G;B;>713+XIaË¤613ﬃ?G;B;>713+AB6132Z+B3X;>/"*,2D;>3X;Í? AB6
-02ZÙ ﬃÛ¤EzIaÙz; ? 2@AB613z*²? 213zK-,;>3,Ú0? ÐAB613AB+.-02D;B-,KdAB? *,2@?G;F-0/1/1+B*hØ,3XC|Ò8Ï|AB613ﬃ?G;B;>713+XÚ0AB613
K-0+.C¦K(*,=@/17:AB3X;-@ËzE 1*0AB613+BÍ?G;>3,Ú1-02ÙzÙzEâ?G;K(*,=@/17:AB3XCI
Ùz;=@32aAB? *,213XC@-0Ò"*hØ,3,ÚhÙzE;-0+B3¤K(+BÏ8/:AB*,×,+.-0/161?GK-0L L Ï5/1+B*0AB3XKdAB3XC|7D;>? 21×-5J»ÙzEzI,Ë¤613
?G;B;>713+n-02DCK-0+.C;>6D-0+B3 -L *,21×¤AB3+B=³;>3XK(+B3(AnÑ,3Ï	 Ñ821*hÍ2-,;AB613FK-0+.CÙzE»=²-,;TAB3+
Ñ,3Ï,IhË¤61?G;'=²-,;TAB3+'Ñ,3Ï?G;'7D;>3XCAB*£×,3213+.-hAB3-02|ÙzEÜ;>3X;B;>? *,2&Ñ,3Ï²è
	 énÍ61?GK.6|?G;'7D;>3XC
AB*§K(*,=@/17:AB3²AB613¦ÙzE J»ÙzE;I'Ë¤613¡;>3X;B;>? *,2®Ñ,3Ï
	?G;|K(*,=@/17:AB3XCÜ-,;|-¦Ð712DKdAB? *,2
*0Ð	Î-02DCwC:? Ø,3+.;>? ë"K-hAB? *,2wC1-hA.- 'AB613Øh-0L 713 =|7D;TA@Ò"3C:? ã3+B32aA@Ð*,+@3X-,K.6
;>3X;B;>? *,2ÜÑ,3ÏÕ×,3213+.-hAB? *,2®AB*§/1+B3Ø,32aA|+B3/1LG-kÏÕ-hA>A.-,K.Ñ:;I  ﬃ*0AB3¦-0LG;>*AB6D-hAXÚnAB*Õ-kØ,*,?GCÕAB613
?G;B;>713+£6D-kØ8? 21×ZAB*;TAB*,+B3&AB613@=²-,;TAB3+£Ñ,3Ï	½Ð*,+53Ø,3+BÏK-0+.CÚ"3X-,K.6§;>7DK.6§=²-,;TAB3+
Ñ,3Ï ?G;²C:3+B? Ø,3XCÜÐ+B*,= -02±?G;B;>713+²=²-,;TAB3+@Ñ,3Ï0IFË¤61?G;@Ñ,3ÏwC:3+B? Øh-hAB? *,2 A.-0Ñ,3X;²-,;
? 21/17:AAB613&Û +B? =²-0+BÏZÙzKK(*,712aA  ﬃ71=|Ò"3+&è¬ÛÙ  £é-02DCZAB613&ÛÙ   ;>3Xæa7132DK(352871=|Ò"3+XI
 8Ê>Ã  "$# ÉﬀÅDÇﬁ ﬃ.Æ Å ﬀﬂhÉÆﬃ ﬃ rÅDÉ äÄ:Å!Ãﬁ"É"Ä1ÊTÆFÃﬁ
Õ3Z21*hÍ C:3X;BK(+B? Ò"3Z61*hÍ -02ÜáFJ)ﬃ9<K(*,=@/1L ?G-02aA&ÌBE K-0+.CÕK-02ÜÒ"3Z7D;>3XCÕAB*»K(*,2DC:7DKdA|+B3(9
=@*0AB3AB+.-02D;B-,KdAB? *,2D;IDË¤613|;>Ï:;TAB3= -0+.K.61? AB3XKdAB71+B35?G;zC:3X;BK(+B? Ò"3XCÚ"-,;z-0+B35AB613AB+.-02D;B-,KdAB? *,2
/1+B*:K(3X;B;>? 21×$/1+B*:K(3XC:71+B3X;¤-02DC¦61*hÍ;>3XK(71+B? ATÏ¡;>3+BØ8?GK(3X;¤-0+B3£/1+B*hØ8?GC:3XCI
8$
ﬃ)
? + 
	 6<	
Ë¤613¡3(9<K(*,=@=@3+.K(3¡/D-kÏ8=@32aA$;>Ï:;TAB3= Í3¦C:3X;BK(+B? Ò"3¡3=@/1L *hÏ:;ëDØ,3¡=²-0? 2wK(*,=@/"*,2132aA.;$#
-02¦áFJ) K-0+.CÚ:-02¡ÌBEâK-0+.CZ+B3X-,C:3+XÚ,AB613|E-0+.C:61*,LGC:3+Ô8Ï:;TAB3=Ú8AB613J3+.K.6D-02aAÔ83+BØ,3+XÚ
-02DCZAB613&ÙzKæa71? +B3+XIﬀÕ321*hÍ°3(ç1-0=@? 21353X-,K.6¦*0Ð'AB613X;>3;>Ï:;TAB3= K(*,=@/"*,2132aA.;I
%'&)(
ﬀ
	 +* ﬀ
	 	3	
I8Ë¤613A.-,;>Ñ:;*0ÐAB613£áFJ)°K-0+.C@-0+B3¤AB613£;B-0=@3
-,;rAB61*a;>3 ×,? Ø,32&? 2AB613¤áFJ)½Ô8/"3XK(? ë"K-hAB? *,2D;IkË¤613K-0+.C5?G;'-,;B;>71=@3XC5AB*zÒ"3-zK(*,=@/1L 3(AB3L Ï
,
;TA.-02DC1-0+.C	- 	 	ﬃÙ9<K-0/D-0Ò1L 3¡áFJ) K-0+.C  ? 2DC:33XCÚnAB613¡;BK.613=@3²?G;|C:3X;>? ×,213XCÜ;>*AB6D-hA
3(ç:?G;TAB? 21×§áFJ) K-0+.C1;&K-02®Ò"3¡7D;>3XCÕAB*§;>71/1/"*,+>A&3(9<K(*,=@=@3+.K(3Z;>3XK(71+B? ATÏ§Í? AB61*,7:A@-028Ï
=@*:C:? ë"K-hAB? *,2rIXË¤613 áFJ)wK-0+.C£? 2aAB3+.-,KdA.;Í? AB6&-ﬃK(*,=|Ò1? 2D-hAB? *,2£*0Ð1;>Ï:;TAB3=K(*,=@/"*,2132aA.;Ú
?OI 3,I:AB613&K-0+.C¡+B3X-,C:3+XÚ8AB613$E-0+.C:61*,LGC:3+ﬃÔ8Ï:;TAB3= -02DC¡AB613&J3+.K.6D-02aAzÔ83+BØ,3+XÚXêT7D;TAz-,;? A
C:*83X;¤Í? AB6-@=@3+.K.6D-02aAÛ¤à5Ô²AB3+B=@? 2D-0LOI
Ë¤613ÌBE K-0+.C|+B3X-,C:3+XÚhÍ61?GK.6²K-02@? 2DK(L 7DC:3ﬃ-Û Ì ½/D-,CÚ0?G;+B3Xæa71? +B3XC|Ð*,+? 2aAB3+.-,KdAB? *,2D;
Ò"3(ATÍ332²AB6135K-0+.C:61*,LGC:3+-02DC²AB613£K-0+.CÚ8-02DC²Ò"3(ATÍ332ZAB6135K-0+.C²-02DC²AB613&E-0+.C:61*,LGC:3+
Ô8Ï:;TAB3=IDÛ 68Ï:;>?GK-0L+B3Xæa71? +B3=@32aA.;FÐ*,+¤AB61?G;ﬃC:3Ø8?GK(3&-0+B35;>? =@? LG-0+¤AB*@AB61*a;>35? 2ÜÝ (ßI

	ﬁﬂ23	
ﬃ)
? +
I"Ë¤613²E-0+.C:61*,LGC:3+£Ô8Ï:;TAB3= ?G;ﬃAB613$K(*,=|Ò1? 2D-hAB? *,2*0Ð 6D-0+.C89
Í¤-0+B3¡-02DCw;>*0ÐåATÍ¤-0+B3Z+B3Xæa71? +B3XCÕAB*Õ? 2aAB3+.-,KdA$Í? AB6 AB613K-0+.C:61*,LGC:3+XÚrAB613¦ÌBE K-0+.CÚ-02DC
AB613¡J3+.K.6D-02aA$Ô83+BØ,3+XIrË¤613E-0+.C:61*,LGC:3+|Ô8Ï:;TAB3=?G;|-,;B;>71=@3XCÕ613+B3²AB*Ò"3¡-»K(*,=|Ò1? 9
2D-hAB? *,2*0ÐF-²7D;>3+5Û¤E°-02DC;>/"3XK(?G-0L'/171+B/"*a;>3|;>*0ÐåATÍ¤-0+B3Í61?GK.6»K(*,71LGCÚDÐ*,+z3(ç1-0=@/1L 3,Ú"Ò"3
3? AB613+&-;>=²-0L L/1+B*,×,+.-0= C:?G;TAB+B? Ò17:AB3XCÕÍ? AB6§AB613²ÌBE K-0+.C»Ò8ÏAB613@?G;B;>713+*,+XÚ"AB*=²-0Ñ,3
;>Ï:;TAB3= ? 2D;TA.-0L LG-hAB? *,2@=²-hç:? =²-0L L Ï&AB+.-02D;>/D-0+B32aAXÚ,- Õ3Ò²Ò1+B*hÍﬃ;>3+ -0/1/1L 3(AXIaË¤613z;>*,71+.K(3*0Ð
K-0+.C:61*,LGC:3+z;>Ï:;TAB3= ;>*0ÐåATÍ¤-0+B35?G;z21*0A£-02?G;B;>713&Í3|-,C1C:+B3X;B;613+B3&Ò17:A£? A£=@? ×,6aAzÒ"3&AB613
K-0+.C»?G;B;>713+XÚ"AB613ZK-0+.C»Ò1+.-02DCÚ*,+-02®-,;B;>*:K(?G-hAB3XC»/D-0+>ATÏ,IË¤613¡E-0+.C:61*,LGC:3+Ô8Ï:;TAB3= ?G;
êT*,? 2aABL Ï¡+B3X;>/"*,2D;>? Ò1L 3,ÚD-0L *,21×@Í? AB6AB613ÌBE°K-0+.C¡+B3X-,C:3+ﬃ-02DC¡AB613&J3+.K.6D-02aA£Ô83+BØ,3+XÚ8Ð*,+
/"3+>Ð*,+B=@? 21×$AB6135A.-,;>Ñ:;¤*0ÐnAB6135AB3+B=@? 2D-0LrC:3(ëD213XC¦? 2¦AB613&áFJ)Î;>/"3XK(? ë"K-hAB? *,2rI
&
3	 
ﬃ
3	 4ﬂ3	(
%
 6	3	
I"Ë¤613&J3+.K.6D-02aAzÔ83+BØ,3+?G;¤AB613&K(*,=@/"*,2132aA
AB6D-hA? 2aAB3+.-,KdA.;FÍ? AB6¡AB613&E-0+.C:61*,LGC:3+Ô8Ï:;TAB3=AB*@;>71/1/"*,+>A¤3L 3XKdAB+B*,21?GKﬃ/D-kÏ8=@32aA.;I:Ë¤613
J3+.K.6D-02aA£Ô83+BØ,3+£-0LG;>*²? 2aAB3+.-,KdA.;ﬃÍ? AB6AB613|ÙzKæa71? +B3+XI"Ùz;£;>/"3XK(? ëD3XC»-0Ò"*hØ,3,Ú:AB613$J3+>9
K.6D-02aA&Ô83+BØ,3+XÚ1AB613¡E-0+.C:61*,LGC:3+5Ô8Ï:;TAB3= -02DCAB613@ÌBE³K-0+.C+B3X-,C:3+5K(*,L L 3XKdAB? Ø,3L Ï¦Ð71L ëDL L
AB613&+B*,L 35*0Ð'AB613|áFJ) =@3+.K.6D-02aAAB3+B=@? 2D-0LOIDË¤613&ÙzKæa71? +B3+ﬃ? 2aAB3+.-,KdA.;¤Í? AB6AB613&?G;B;>713+
Ø8?G-AB613zëD2D-02DK(?G-0L213(ATÍ*,+BÑ|AB*$;>71/1/"*,+>AAB+.-02D;B-,KdAB? *,2Z-07:AB61*,+B?G;B-hAB? *,2rI8Ën*$;>71/1/"*,+>AÔ 	ﬃÙ
-02DC 	 	ﬃÙ&ÚrAB613¡J3+.K.6D-02aA|Ô83+BØ,3+2133XC1;&-¡AB+B7D;TAB3XCÜK(*,/8Ï»*0ÐAB613EÙ /171Ò1L ?GK²Ñ,3ÏAB*
32D-0Ò1L 35? AAB*²Ø,3+B? ÐÏZ?G;B;>713+¤/171Ò1L ?GKÑ,3ÏZK(3+>AB? ë"K-hAB3X;I
8$0  	?<ﬁﬂ
:
	ﬁ$ﬀ??=
:
	ﬁ$ﬀ	?
Ì<2|AB61?G;;>3XKdAB? *,2rÚkÍ3C:3X;BK(+B? Ò"3FAB613¤/1+B*:K(3X;B;>3X;n213XK(3X;B;B-0+BÏ£AB*K(*,=@/1L 3(AB3-z/D-kÏ8=@32aA'AB+.-02D;T9
-,KdAB? *,2rIrË¤613²/1+B*0AB*:K(*,LÐ*,+7D;>? 21×-02ÜáFJ) K-0+.C»Ð*,+&-02Õ3(9<K(*,=@=@3+.K(3$AB+.-02D;B-,KdAB? *,2§?G;
-0LG;>*5C:3X;BK(+B? Ò"3XCI,Ë¤613C:3XK(?G;>? *,2@-0Ò"*,7:AÍ61?GK.6@/171+.K.6D-,;>3FAB*5=²-0Ñ,3-0+B3*,7:A.;>?GC:3¤AB613;BK(*,/"3
*0Ð AB61?G;£/D-0/"3+  Í3@;>? =@/1L Ï»-,;B;>71=@3&AB6D-hA£AB613@K-0+.C:61*,LGC:3+£-02DCAB613$=@3+.K.6D-02aA£Í?G;>6
AB*²/"3+>Ð*,+B= -@;>/"3XK(? ëD3XC¡AB+.-02D;B-,KdAB? *,2rI
Ë¤613zAB+.-02D;B-,KdAB? *,2D*hÍä?G;¤;>61*hÍ2¡? 2 %'? ×,71+B3  :I:Ì<2¡AB6135/1+B*0AB*:K(*,LC:3X;BK(+B? /:AB? *,2rÚ	

C:321*0AB3X;zAB613²K(*,2DK-hAB32D-hAB? *,2»*0Ð¤C1-hA.-¡? AB3=²; -02DC
²I'àﬃAB613+£AB3+B=²;5-0+B3@C:3(ëD213XCÕ-,;
AB613Ï¦-0+B?G;>3£? 2¦AB6135AB3(ç8AﬃÒ"3L *hÍI

	ﬀ
ﬁﬂ-
:
	ﬁ$ﬀ?? 	?  	<ﬁﬂ
IkÙÜAB+.-02D;B-,KdAB? *,2Ò"3×,? 2D;n-hÐåAB3+
AB613²K-0+.C:61*,LGC:3+56D-,;5C:3XK(?GC:3XC»AB*=²-0Ñ,3@-¦/171+.K.6D-,;>3,IË¤613²J3+.K.6D-02aA&Ô83+BØ,3+-02DC»AB613
áFJ)K-0+.C@ëD+.;TAF/"3+>Ð*,+B= Ô 	ﬃÙ è¬;TAB3/ﬃ? 2&%'? ×,71+B3  ,édI8Ì<2²AB61?G;F/1+B*:K(3X;B;Ú0AB6135J3+.K.6D-02aA
ëD+.;TA¤Ø,3+B? ëD3X;AB613£?G;B;>713+/171Ò1L ?GK£Ñ,3Ï²K(3+>AB? ë"K-hAB3z7D;>? 21×|? A.;¤K(*,/8Ï@*0ÐrAB613&EÙ°/171Ò1L ?GK£Ñ,3Ï,I
Ë¤613$?G;B;>713+£;>? ×,2D-hAB71+B3|*,2AB613²ÔaA.-hAB?GK|Ùﬃ7:AB6132aAB?GK-hAB? *,2 	£-hA.-§è£édÚ;>32aA£Ò8Ï¦AB613$ÌBE
K-0+.CÚ,?G;AB6132ZØ,3+B? ëD3XCI 	£-hA.-&K(*,=@=|7121?GK-hAB3XC@Ò"3(ATÍ332²AB613zJ3+.K.6D-02aA¤Ô83+BØ,3+ -02DC@AB613
K-0+.C¦-0+B35;>32aAz-02DC¡+B3XK(3? Ø,3XC¡Ø8?G-|AB613$E-0+.C:61*,LGC:3+ﬃÔ8Ï:;TAB3=I
ÙÐåAB3+§;>7DKK(3X;B;TÐ71L|Ô 	ﬃÙ&ÚﬃAB613 J3+.K.6D-02aA§Ô83+BØ,3+×,3213+.-hAB3X;-±+.-02DC:*,=%2871=|Ò"3+XÚ
Í61?GK.6?G;z;>32aAz? 2AB613Ú"-02DCK(*,2D;TAB+B7DKdA.;¤AB613|/171+.K.6D-,;>35? 2:Ð*,+B=²-hAB? *,2 èﬁﬀ8édÚDÍ61?GK.6
=²-kÏZK(*,2aA.-0? 2¡-$C:3X;BK(+B? /:AB? *,2¡*0Ðn×,*8*:C1;ÚaAB613£/1+B?GK(3,ÚaAB613C1-hAB3,Ú:-02DC²AB+.-02D;B-,KdAB? *,2Z?GCI1Ë¤613
J3+.K.6D-02aAzÔ83+BØ,3+AB6132;>32DC1;ﬂﬀﬃ! #" " ﬁﬀ@AB*@AB613$E-0+.C:61*,LGC:3+ﬃÔ8Ï:;TAB3=è¬;TAB3/  ,édI
$ﬃ/"*,2Z+B3XK(3? /:AF*0ÐAB613£-0Ò"*hØ,3=@3X;B;B-0×,3,Ú0AB613E-0+.C:61*,LGC:3+Ô8Ï:;TAB3=C:?G;>/1LG-kÏ:;AB613z/171+>9
K.6D-,;>3? 2:Ð*,+B=²-hAB? *,2wAB*ÜAB613§K-0+.C:61*,LGC:3+Z-02DC½K.613XK.Ñ:;@Ð*,+²AB613»/1+B3X;>32DK(3*0Ð&-02âáFJ)
K-0+.CI1ÌAﬃAB6132Ð*,+BÍ¤-0+.C1;AB613§AB*@AB613|K-0+.C®è¬;TAB3/ aédI"Ë¤613&ÌBEäK-0+.CK(*,=@/17:AB3X;AB613
;>? ×,2D-hAB71+B3 
	 ﬃè%ﬃ&%¡é-02DC;>32DC1;? AAB*@AB613@E-0+.C:61*,LGC:3+zÔ8Ï:;TAB3= -0L *,21×@Í? AB6¦AB613&ÌBE
K-0+.C	- ;5/171Ò1L ?GK@Ñ,3Ï§K(3+>AB? ë"K-hAB3¡EF3+>A   è¬;TAB3/ 8édÚrÍ613+B3#%ﬃ&%?G;5AB613 	zÏ82D-0=@?GK²Ùﬃ7:9
AB6132aAB?GK-hAB? *,2 	£-hA.-&K(*,2aA.-0? 21? 21×5AB613z+.-02DC:*,= 2871=|Ò"3+;>32aAF? 2²AB613I,Ì<2Z;TAB3/&:Ú0AB613
E-0+.C:61*,LGC:3+ Ô8Ï:;TAB3= ;>32DC1;
	 è%ﬃ&%¡é'" " EF3+>A  ÚkAB*5AB613ﬃJ3+.K.6D-02aA Ô83+BØ,3+XI0Ô8? 2DK(3¤AB613
?G;B;>713+£/171Ò1L ?GK&Ñ,3Ï?G;z7D;>3XC»-02DC»Ø,3+B? ëD3XC? 2»AB613@Ô 	ﬃÙ /1+B*:K(3X;B;ÚDAB613$J3+.K.6D-02aA5Ô83+BØ,3+
21*hÍâ*,21L Ï$2133XC1; AB*|Ø,3+B? ÐÏ$AB613£K-0+.C²K(3+>AB? ë"K-hAB3£-02DC@AB6132ZAB613£;>? ×,2D-hAB71+B3'
	 ﬃè%ﬃ&%¡édI
ÙÐåAB3+§;>7DKK(3X;B;TÐ71L|K-0+.C-07:AB6132aAB?GK-hAB? *,2rÚzÛ +B*:K(3X;B; 3X;TAB+B?GKdAB? *,2è¬;TAB3/ Þaé¦?G;/"3+>9
Ð*,+B=@3XCI	£-hA.-¦Ùﬃ7:AB6132aAB?GK-hAB? *,2Õ-02DC§Û +B*:K(3X;B; 3X;TAB+B?GKdAB? *,2A.-0Ñ,3|/1LG-,K(3|Ò"3(ATÍ332ÕJ3+>9
IC Card Cardholder System Merchant Server       Acquirer
   1. Static Data Authentication
2. IAC || PI
-display the purchase
 information(PI)to the cardholder
-check the IC card
 presence, and forward
      3. IAC
4. SIC(DAD)||CertIC
         5. SIC(DAD) || CertIC
-verify the certificate,
 the public key and the
 signature
6. Process Restriction
-cardholder enters PIN
 via either keyboard or
 PIN pad
7. PIN Verification Request
-PIN verification
 process
8. PIN Verification Response
-if PIN verification
 response is success, perform
 Risk Management. Otherwise, end.
   9. AC Command
-perform card action analysis
-generate Application
 Cryptogram
  10. TC/AAC/ARQC
      11. TC/AAC/ARQC
-check TC/AAC/ARQC against PI
-if TC/AAC is sent,
 store it with PI
 and the protocol ends.
-if ARQC is sent,
 send message 11.
      12. ARQC||PI
 13. ARPC, (Script Process)
14. ARPC, (Script Process)
15. ARPC, (Script Process)
     16. TC/AAC
        17. TC/AAC
-store TC/AAC with PI and end.
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